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About this document 

Purpose 

This document is to introduce and describe the features and functions of ENPAQ 

Enterprise Manager and provide details related to configurations and operation. 

Release information 

This is Issue 1.0 of this document for ENPAQ, Release 2.0. 

Intended audience 

This guide is intended for system and network administrators for who are looking 

forward to deploying strong network monitoring and management functions. It also 

provides instructions for administering, configuring and monitoring the networks and 

services using ENPAQ Enterprise Manager. Knowledge of networking and monitoring 

technologies is assumed. 

Conventions used 

The following conventions are used in this document: 

Table 1 Typographic conventions  

User The term user refers to any person who is performing a task. 

Bold typeface Used to identify user interface labels, attributes and user 
input. 

Italic typeface Used to identify document titles, filenames, and directories. 

Screen typeface Used to identify system output. 

Links typeface Used to identify references to topics, tables and figures in the 
document. 

Angle brackets < > Used to represent variables in a command. 

Related documentation 

This section lists the documents that support ENPAQ: 
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• Release notes: Provides information about a software and hardware release. This 

document would be useful during troubleshooting and upgrade. 

• Installation guide: Provides detailed information about installation and initial 
configurations of ENPAQ Enterprise Manager. 

• UI guide: Provides information about detailed configuration of ENPAQ Enterprise 

Manager. 

Contact information 

Send your comments or feedback on this document to docs@elinanetworks.com or 

http://elinanetworks.com/docs/docfeedback.html 
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Introduction 

There are many reasons why an enterprise would like to monitor its network. In order to 

enhance productivity, enterprise would always ensure that it’s networking elements and 

interfaces are meeting the uptime requirements. This stability in the network and 

services along with the Service Level Agreements (SLA) committed by the ISPs can 

only be verified if all the devices are being monitored. Tracking the bandwidth 

utilization of the network links as well as the utilization of the applications on the 
servers helps the network administrator plan for the future growth of the company 

network. The alerts and emails received by the administrator help to ensure that the 
faulty network links or the problematic server applications are fixed within acceptable 

time limits. 

ENPAQ Enterprise Manager 

The pro-active alerting and monitoring built into the ENPAQ Enterprise Manager makes 
sure that the network administrator knows about any issues before the end-users do. 

This increases the productivity of the enterprise by reducing the network downtime and 
user level frustration. An enterprise with multiple locations can either have one ENPAQ 

Enterprise Manager in the head quarters monitoring all branch locations or have 

multiple ENPAQ Enterprise Managers at different branch locations sending their 
monitoring data to the central ENPAQ Enterprise Manager in the headquarters for a 

consolidated report on usage and availability of resources. 

The resources that can be monitored via ENPAQ Enterprise Manager are servers, 

routers, switches, network links and desktops. CIO-level reports can be configured on a 

weekly, monthly or daily basis, letting the managers find the systematic problems in the 

network. The distributed architecture of the monitoring module allows a network 

administrator to receive alarms and proactive alerts, from any remote locations at any 

time. The complete network management functions (FCAPS) along with the in-depth 

monitoring and extensive reporting features are available for any number of network 

elements, desktops or other ENPAQ Enterprise Managers. Both SNMP-based and 
proactive monitoring of performance and faults are available, with data extraction from 

local management servers. 

It is also possible to port the monitoring data to another NMS tool running on the 

network in a XML format. The simple Plug-in based architecture makes it easy to create 

any new plug-ins for special devices that are not already supported. 

The ENPAQ Enterprise Manager is the case where the central ENPAQ in the head 
quarter monitors the entire enterprise network (for example, servers, hosts, routers, 

switches, printers, etc). The partitioning of the network is usually done by the virtual 

groups that map well with the real world network hierarchy. The addition of ENPAQ 

Enterprise Manager adds minimum or no change to the existing network as it can sit 

beside any other network device that already exists in the network. The modular and 

flexible design of the ENPAQ Enterprise Manager helps to either use it for monitoring 
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the entire network or integrating with other network devices. The java applet used in the 
ENPAQ Enterprise Manager makes the connection more secure than other monitoring 

device as well as use less bandwidth. 

 

Typical installation for the ENPAQ Enterprise Manager 

The ENPAQ Enterprise Manager User Interface acts as a user-friendly tool to configure 
and monitor the customer network to closely administer and monitor the network 

resources. ENPAQ Enterprise Manager’s vast and most reliable and secure feature-set 
enables efficient configuration of the customer network and network resources for 

reliable and resilient operations. 

ENPAQ Enterprise Manager Features 

Some of the features supported by ENPAQ Enterprise Manager are: 

• Monitor enterprise networks and servers centrally. 

• Flexible network partition: as per support hierarchy or network hierarchy. 

• Maintain history and manage SLAs with service provider. 

• Monitor servers for CPU/Memory/Disk usage. 

• Manage and track IT inventory. 

• Alerts on SMS/Email. 

• Daily digest mails on network outages, inventory changes. 

• No changes to existing network - installation at head quarter/central location. 

• XML API for easy integration into third-party network tools. 
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• Open architecture that allows customization of services as per requirements of an 

enterprise, enabling a number of new and innovative solutions to be deployed and 
managed on the same platform. The standard interfaces also ensure that software 

components from different vendors work together smoothly and securely. 

• Complete FCAPS network management functions with in-depth monitoring and 

extensive reporting features for remote administration of other ENPAQ Enterprise 

Managers, network elements, and desktops. 

Enterprise Manager Architecture 

The ENPAQ Enterprise Manager software is based on open source software and has a 
client-server based architecture. The server runs on a Linux-based ENPAQ Enterprise 

Manager.  The clients, running on all the remote hosts that need to be monitored, can 

use any hardware or operating system. 

There are three parts to the software: 

• Plug-ins: These are small programs or scripts configurable by the user. They 
check a service on a network element and return the collected result to the 

server.  
• Scheduler: This component of the server software checks the start and stop time 

of any data collection. The scheduler also checks the plug-ins at a regular 
interval.  

• GUI: This component displays the configuration options as well as the collected 

data in various report formats in web pages. 

The server uses the scheduler to poll the plug-in software at a periodic interval. The 

plug-in software in the server, checks to see if the device or service is up and running. 

The device or service has a name, IP address, a list of checks that should be run on it 

and a maximum number of checks that should be performed before concluding that a 

problem exists. After collecting the relevant data, the plug-in software, sends the 

information to the server. A plug-in can return metric status like OK(0), WARNING(1) 

or CRITICAL(2). It can also return performance data in the format: "var1=value1 

var2=value2, etc."  In the second option the data is stored in the server database as 

historical data and can be later displayed by the server software in an online report 

format via the web GUI.  The server can have a hierarchy of hosts and services defined. 

Each of them can define what all checks should be run on them and what actions should 

be taken after the check fails, by selecting the appropriate parameters from the user 
configuration. 



6 Introduction  

   

 

ENPAQ Enterprise Manager  © Elina Networks  

Monitoring 

Engine

Reporting 
Engine

PLUGINS Used in 

ENPAQ

SNMP 

Monitor

ICMP

Monitor

Port 

Monitor

SNMP

Device

Non-
SNMP

Device

Monitoring 

Engine

Reporting 
Engine

PLUGINS Used in 

ENPAQ

SNMP 

Monitor

ICMP

Monitor

Port 

Monitor

SNMP

Device

Non-
SNMP

Device

 

Architecture of the ENPAQ Enterprise Manager 

There are different levels of thresholds: normal, warning, and critical. The warning or 

critical threshold parameters, configured by the user, are passed from the GUI as 

arguments to the plug-ins. When a plug-in returns a warning or an error, a soft alert is 

raised. This changes the green icon of the device or service to red on the GUI. When 

this soft alert is raised many times, the notification is escalated to a hard alert. The 

server can send notifications via email, SMS, or RSS to different personnel in case of 

soft or hard alert, according to the parameters configured by the user. 

A number of web pages display this collected monitoring information in a system status 

dashboard. These scripts can provide listings of overall system status or any particular 

network problem. Hence the network administrator can take a more proactive approach 

to managing the network infrastructure using the dashboard information and the 
notifications. The default options configured in the ENPAQ Enterprise Manager will 

work in most business cases. But like any monitoring software the network 
administrator can tune the software to any degree of complexity to optimize the 

software to match the network requirements of a particular enterprise. 

Hardware specifications 

Recommended Hardware configuration 
Upto 100 
Nodes 

Upto 250 
Nodes 

Upto 500 Nodes Unlimted 

Processor Intel / AMD Intel / AMD Intel / AMD Intel / AMD 

Number of processor cores Single/dual Single/dual Dual core Dual core 

Memory 1GB 1GB 2GB 4GB 

Storage 
40 GB or 
higher 80 GB or higher 80 GB or higher 160 GB or higher 

Expansion slots PCI/PCI-e PCI/PCI-e PCI/PCI-e PCI/PCI-e 

Other interfaces 
USB, Serial, 
VGA 

USB, Serial, 
VGA USB, Serial, VGA USB, Serial, VGA 

Monitor/Keyboard/Mouse/CDROM drive Not required Not required Not required Not required 

Bundled OS from HW vendor Not required Not required Not required Not required 
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Software specifications 

The ENPAQ Enterprise Manager has the following software features: 

• Network Dashboard – Summarizes the status of Interfaces, status of system 
(including CPU, memory and list of services) and status of hosts running. 

• Network Monitoring – Gathers monitoring data for the network elements such as 
servers, hosts, and services using Ping. 

• SNMP Monitoring – Gathers monitoring data for network elements that has a 
SNMP agent and responds to SNMP query. 

• Web UI Configuration – Simple and intuitive user configuration using a web 

browser. 

• Alerts (SMS, RSS, Email) – Notification alerts are generated and sent to contact 

personnel configured by the administrator. 

• Daily Digest Reporting – Daily/Weekly/Monthly reports of various forms can be 

generated either online or via email. 

• Inventory Management – automated option of collecting all the enterprise asset 

details. 
 

 
 

 

ENPAQ Enterprise Manager monitors a variety of these applications 
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Typical configurations 

ENPAQ Enterprise Manager Installation 

ENPAQ Enterprise Manager is a software product that can be installed on any PC or a 

server. Server grade hardware with sufficient RAM and storage is recommended. The 
software comes bundled with its own Operating system and access control mechanisms. 

The user interface (UI) is completely web-based and can be accessed from any web 

browser, obviating the need for a monitor, keyboard, mouse or physical access to the 

server. 

Monitoring Configuration 

The monitoring module of ENPAQ Enterprise Manager is based on open source 

package and is based on open plug-in-based architecture that allows quick addition of 

different plug-ins. The plug-ins allows the user to check, for example, the disk space 

usage, the CPU usage and the memory usage for servers and hosts. It also allows 

monitoring parameters like hardware temperature, and networking services like DHCP, 

DNS, LDAP, SMTP, for other devices.  

In small to medium scale networks, the ENPAQ Enterprise Manager, located in the 
head-quarters, monitors all the devices in the branch locations of the enterprise. This 

centralized monitoring architecture reduces resource burden on the remote devices and 
is the simplest case of deploying ENPAQ monitoring.  

In a distributed architecture, the ENPAQ Enterprise Manager’s virtual grouping concept 

fits well. Several groups can be defined in a tree type structure that gathers monitoring 

data in a preconfigured manner from the local region and sends it to the parent group. 
This way a region-based network hierarchy is created that map well to the real world 

scenario. 

Adaptive monitoring is also available in the ENPAQ Enterprise Manager. Adaptive 

monitoring helps to change the monitoring attributes during runtime. It can either be a 

host or a service check. The following are the attributes that can be changed in ENPAQ 

Enterprise Manager: interval period, time period, and maximum attempts.  

Monitoring hosts and services can be done using polling the active status of the device 

or service. This is the most common method and is suitable in simple network 

architectures. But in some cases passive monitoring is preferred because the devices 

being monitored are located behind a firewall. The service that is monitored can also be 

asynchronous in nature, making it difficult to respond to regular polls. Passive checks 

are performed by an application or process that is running on another device. For 
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example SNMP traps and security alerts can be generated on a router when its interface 

goes down. 

Notification 

When a service or a host gets into an abnormal state, the monitoring server sends 

notifications. The ENPAQ Enterprise Manager has the ability to notify of problems 

about the hosts or servers and the services running on them, via RSS feeds, email, and 
SMS, configured via the group profile. 

ENPAQ Enterprise Manager can also be configured to receive notifications from any 

other network devices on the enterprise via SNMP. The user can choose to disable or 

enable notification for a specific host or service. Notifications are not sent for a flapping 

host or service. Notifications are sent out both for the original problem on host or 

service and their recovery. 

Each host and service can define contact groups to receive the notifications for that 

particular host or service. Contact groups can contain one or more individual name, 

phone number and email address. One contact may be a member for more than one 
group. There can be several filters setup to pass before the notification is sent out. One 

host or service filter that must be passed is the time period test. Each host and service 
has a predefined notification period (Frequency of Notification) option that specifies the 

time interval for each valid notification. No notification is sent out if the criteria are not 
matched. Notifications are sent out at a periodic basis if the host or service remains in 

the problem state beyond the notification interval. This helps to ensure that the contact 
personnel are notified of the problem as soon as it happens, and as long as it lasts. 

Configuring Monitoring Services in ENPAQ  

Setting up ENPAQ Enterprise Manager monitoring configuration involves defining 
monitoring profiles and groups in addition to the hosts and associated services that need 

to be monitored. 

Monitoring profile definition is used to store the details (name, phone number, email of 

the contact) of the personnel that need to be notified on the status of the network hosts 
and devices. Once created, the defined profiles can be selected while configuring 

monitoring attributes or parameters for other hosts and devices in the network. A default 

profile is preconfigured and always available as Default. This can be edited to include 

contact details and other specifics involved in the profile definition. Other custom 

profiles can also be defined on a need-basis in the Profiles tab of the Monitoring 

Configuration sub-menu in the ENPAQ. Any profile that is defined and not used is 

ignored by the system. 
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Profile creation on the ENPAQ Enterprise Manager 

Creating groups and virtual nodes 

The groups help to create a hierarchical picture of “virtual nodes”. The user can create 

any number of groups. The Super Group is provided by default and can neither be added 

nor deleted. This is the root parent. An integral part of Super Group is the health 

monitoring parameters. The user can select the fields for timings. Group name, parent 

and password are compulsory information in a group. The Parent field provides a means 

to send the data to a central node. The health monitor sends group wise health status 
report to the email-id provided in the group definition. ENPAQ Enterprise Manager also 

supports generation of a summary report based on the network hierarchy. These groups 
are also used in the report consolidation. 
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Group definitions on the ENPAQ Enterprise Manager 

Self monitoring 

The ENPAQ Enterprise Manager can monitor the applications running on its own 

server. The following figure shows the applications being monitored by the ENPAQ 

Enterprise Manager server. 

 

Self-monitoring on the ENPAQ Enterprise Manager 



12 Typical configurations  

   

 

ENPAQ Enterprise Manager  © Elina Networks  

Services monitoring 

ENPAQ Enterprise Manager allows the administrator to monitor any services running 

on the server, host or other devices. On Linux/Unix and Windows hosts ENPAQ 

Enterprise Manager can be configured to monitor services such as, Memory Usage, 

CPU Load and Disk Space Usage. On other servers the administrator can select any of 

the following applications - SSH, DNS, FTP, HTTP, IMAP, POP, SMTP, Memory 

Usage, CPU Load, Disk Space Usage. The following figure shows the setup for a 

Windows based storage server where the threshold of the disk utilization has been kept 

at 70% for warning and 90% for critical.  This threshold alert will notify the 

administrator of any overload in the system and avoid the server crash. 

 

Service monitoring configuration on the ENPAQ Enterprise Manager 
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Host-alive monitoring 

ENPAQ Enterprise Manager allows host-alive checks to be done for devices that 

respond to ICMP Echo Request (ping) packets. This is useful where a host is required to 

respond to ping, but does not offer a service that can be easily monitored and checked. 

 

Host-alive configuration on the ENPAQ Enterprise Manager 

SNMP monitoring 

Network managers use SNMP protocol to monitor network elements like routers, 
firewalls and switches. It can also be used to monitor Linux or Unix based hosts. The 

network elements that are being managed have a SNMP agent to collect and hold data 

about the device or service. The detail attributes and characteristics of the device or 

service are stored in a tree like structure called the Management Information Base 

(MIB), which is loaded on the agent to tell them what all information to collect. These 

characteristics can include anywhere from the memory usage of the device to firewall 

rule violation of a security device. 

 The ENPAQ Enterprise Manager uses SNMP read instructions to obtain device 
information and saves them as historic data in the database. ENPAQ Enterprise 

Manager can currently obtain device information like memory, storage and load/CPU 
information of Linux hosts. But with additional plug-in software it is also easy to get 

interface status of routers/switches, or installed firewall policy status of a firewall device 
(example, a Check Point firewall). 
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Configuration for monitoring Cisco router via SNMP  
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4 

Use Cases 

ENPAQ Enterprise Manager can be used to monitor other ENPAQ (s), Server/host, or 

any other network elements. 

Server Monitoring Service 

 

Network setup 

An enterprise with multiple locations can have multiple ENPAQ Enterprise Managers at 

different branch locations sending their monitoring data to the central ENPAQ 

Enterprise Manager in the headquarter for a consolidated report on usage and 

availability of resources. The resources that can be monitored via the regional ENPAQ 

Enterprise Manager are servers, routers, switches, network links and desktops. The 

central ENPAQ Enterprise Manager can also monitor other network elements in its local 

network, but mostly listens to the data sent by the regional ENPAQ Enterprise 

Managers.  

In this case the ENPAQ Enterprise Manager in the headquarter needs to configure for 

each Remote Monitoring Server options with the IP address, profile and reporting 

hierarchy. Then the central server generates and sends a SSH key for each server at 

remote branches. The remote server, at the branch location, uploads and installs this key 

and is then capable of uploading the collected monitoring data to the central server. 
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Service details for remote servers monitored from HQ 

Node Monitoring Services 

In this case the central ENPAQ Enterprise Manager is monitoring all devices in the 

network. It can either be the Gateway or connected to the other device that is acting as a 

Gateway in the network.  Any network element managed by the ENPAQ Enterprise 

Manager is called a node, for example, a Windows server, a Router, or a Web Server.  

Windows Server Monitoring 

ENPAQ Enterprise Manager can monitor the resources and services running on a 

Windows server. The administrator can define each server as an Other Device under the 

Monitoring services. It can then configure the server Name, IP address, Profile, Parent, 

Operating system type (Windows) and Notification interval. These parameters tell the 

ENPAQ Enterprise Manager what node and how often to poll. In addition, the 

administrator can monitor the services that are running on the server by checking the 

boxes next to the Basic Configuration. The options under the Advanced Parameters can 

be used to fine tune the parameters for each application monitored. For memory usage, 

CPU Load and disk usage both warning and critical thresholds can be configured. 

Router Monitoring 

ENPAQ Enterprise Manager can monitor a Router running on the enterprise network. 
The router is configured as an Other Device under the Monitoring services.  The 

administrator can configure and submit the router Name, IP address, Profile, Parent, 
Host type (Other) and Notification interval options. These parameters tell the ENPAQ 

Enterprise Manager what kind of device and how often to poll. The resources of the 
router can be monitored by checking the boxes Memory Usage, CPU Load, and Disk 

Space under the Basic Configuration. The options under the Advanced Parameters can 
be used to fine tune the parameters for each application monitored. For memory usage, 
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CPU Load and disk usage both warning and critical thresholds can be configured. The 

router can only be monitored via SNMP and needs to have a SNMP agent running. 

Web Server Monitoring 

ENPAQ Enterprise Manager can monitor a Web Server node, connected via LAN or 

WAN.  The server can either run Windows or Linux operating system. The 
administrator can define each server as an Other Device under the Monitoring services. 

It can then configure the server Name, IP address, Profile, Parent, Host type (Windows) 
and Notification interval. These parameters tell the ENPAQ Enterprise Manager what 

node and how often to poll. The administrator can also monitor the Http service that is 
running on the server by checking the Http box under the Basic Configuration options. 

The options under the Advanced Parameters can be used to fine tune the parameters for 
the HTTP service being monitored – example, the web page to retrieve, user 

authentication details and so on. 

Link Monitoring Services 

Link monitoring is required when multiple ISP options are available and a switchover is 

needed when the primary ISP cannot meet the Service Level Agreement (SLA). A Link 

Profile is configured by the user which matches the SLA. The link is then continuously 
monitored (using Ping) and the packet loss checked against the criteria defined in the 

Link Profile used for that link.  In the figure below the WAN link pings the remote 
Gateway address (192.168.2.8). The Link Profile used for the link is ‘Medium Loss’ 

which is defined under Link Profile tab as 50% packet loss. If for any reason the packet 
loss is over 50%, then the WAN waits for 120 seconds (Link Down Detection Time) 

and if configured for failover, switches over to the second ISP link. 
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5 

Reporting 

ENPAQ Enterprise Manager generates different kinds of reports from the data collected 

by the monitoring module. Daily, monthly or weekly reports are generated in a digest-
based format that can be sent to the administrators via email addresses that are 

configured in the ENPAQ Enterprise Manager.  The notification process of the ENPAQ 
Enterprise Manager has a granular level so that it covers a wide range of possible 

scenarios on the notification and report generation. The reports can be sent to an 
administrator at a preconfigured period interval. The summary report helps the 

management team to address the problem without adding too much excess load on the 

network bandwidth.  

There are two types of reports - Online reports and Email reports. In most cases the 
device status is displayed as an online report and the summarized historical data, with 

from and to any selected date can be reported as an email report. The historic data such 
as availability of a particular service on a specific host over a period of time is also 

available online. 

Configuring reporting services 

ENPAQ Enterprise Manager can be configured to generate reports on network outages 

and inventory changes.  All reports need to have an email address to determine where 

they need to be sent. The administrator needs to specify whether the report is a Daily, 

Weekly or Monthly report. The other configuration options include selecting the node 

related or service related events that are being monitored. For a distributed architecture, 

the appropriate groups need to be selected to produce the relevant report. ENPAQ 

Enterprise Manager can produce reports on the bandwidth utilization on the web usage 
or port usage.  The administrator can also get reports on any inventory changes in the 

network. 
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Configuring reporting on ENPAQ Enterprise Manager 

Report types 

ENPAQ Enterprise Manager provides multiple types of reports. 

Online reports 

The monitoring icons, on the right hand corner of the ENPAQ Enterprise Manager 

screen, provide the online status reports. The main icons are Network View, Bandwidth, 

Node Status and Network Hosts. 

Network View  

ENPAQ Enterprise Manager can display either a hierarchical list view (Network List 

View tab) or 3D map view (Network Map tab) of the nodes and services monitored on 

the network. Green or red icons also indicate the status of these nodes and services in 

this view. In the figures below, the entire network is shown in a 3D map view. This is 

the CIO level view. The virtual node view that is available only to the local 

administrators. Here the WB virtual node administrator can only see the devices that are 
on the WB network. 
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Network list view 

 

3D map view of the network 
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Virtual node view from node WB 

Live network list view 

ENPAQ Enterprise Manager can display a live node status list. This is based on the 

XML API that provides the status of the network on a real-time basis. Service detail 

shows the status of the services running on the server. Here the grouping is done with 
reference to hosts that are being monitored and the associated services that are running 

on them. The hosts that are reachable are highlighted in green, and those that are not 
reachable are highlighted in red. The services that are defective or associated with 

alarms are highlighted in pink 

 

Live service details of monitored nodes 

ENPAQ Enterprise Manager can display a live node status list. This is based on the 

XML API that provides the status of the network on a real-time basis. 
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Event history 

ENPAQ Enterprise Manager databases all changes to monitored nodes and service 

status. This is useful for enforcing SLAs with vendors and service providers, as the 

entire information regarding a service or a network link is available at any time. 

The ENPAQ Enterprise Manager stores these events in its internal database for as long 
as storage space is available. Once the storage space runs out, the earliest data in history 

is removed to create free storage space. 

 

Viewing historical monitoring data 

Dashboard View 

The dashboard view presents a quick way of finding out the current status of the 

network and monitored nodes. ENPAQ Enterprise Manager dashboard has three tabs - 
Interfaces, System, and Monitoring. The Interfaces tab shows the status of each 

interface configured its IP address and the current bandwidth usage of that interface. 
The System tab summarizes the list of services running, the total CPU and memory 

usage. The Monitoring tab shows a list of hosts running and their status. 
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Dashboard view 
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IT Inventory management 

The IT Inventory Manager module on the ENPAQ Enterprise Manager enables users to 

"take stock" of their IT assets in the network. It informs the administrator what all types 
of devices are connected to the enterprise network and what all software packages are 

running on them. In addition it collects the information about the mobile users’ asset 
usage, including their manufacturer, version and product type. This automated 

information gathering not only saves a lot of time for the administrator but also makes 
the process of checking the warranty information or serial number of the hardware or 

software less error prone. It facilitates the administrator to locate a particular asset 

quickly by searching the online inventory database. The ENPAQ Enterprise Manager 

can be configured to inform the administrator when any changes result in the enterprise 

inventory (hardware or software). The administrator also has the option to enforce the 

corporate policy or audit requirements on the users by setting up enterprise level 

inventory management policies. The continuous scanning also helps to track down old 

buggy, unpatched, or pirated software and avoid disaster or trouble for the enterprise. 

The detail information collected by the inventory manager includes device name, make 

and manufacture name, serial number, warranty information, and the add-on cards. The 
administrator also gets the CPU, memory, storage, peripherals, operating system, and a 

list of all software modules installed. 

The automatic tracking of the inventory manager enhances:  

• Increase the help desk productivity 

• Run a stable network with stable and authentic versions of software 

• Identify unlicensed, buggy, old or non-standard versions of software easily that 
can then be corrected 

• Locate any asset quickly and easily 

• Track and update mobile user assets 

• Produce concise reports by department or regional branches or any particular 

type of hardware or software grouping. 

• Generate alerts if any hardware or software is changed  

Inventory Management Architecture  

The Inventory Manager collects information about the hardware and software of the 

network devices running the client software (i.e. inventory agent).  The agent software 

is available for Windows, Linux, Mac OS, Sun Solaris and IBM AIX operating systems.  

The Inventory Manager software is based on a dialog between a software module 

installed on the server and the agent software installed on host computers using the 

HTTP protocol. The exchange is done in a compressed XML format. This simple design 

adds very little load on the server performance. Hence a modest size server can 
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inventory several thousands of machines and can easily take care of the machines in the 
entire enterprise network.  

By using the gateway IP address, a map of the enterprise network is formed. The 

IPDiscover process of the agent helps to get the details of the networked computers and 

devices. The server selects the host with the agent software to run the IPDiscover 

process. Multiple agents can run the IPDiscover process simultaneously. The server 

accepts the result that comes first from an agent. Once the agent receives the order to 

proceed to discovery, it first identifies the network interface to use. Then it tries to 

resolve all the IP addresses answering on that network segment via ARP. All responding 
devices are stored in the inventory result and sent to server. If the server receives partial 

information or feel the host is unable to handle the process, it can select another host. 

Selecting the Inventory icon on the right hand side, as shown below, provides the list of 

inventory items on the network. Selecting any device (via hyperlink) opens a detailed 

device view with system name, operating system type, operating system version, 

memory, CPU, storage, swap space, network interfaces, etc as shown below. 

 

Inventory management screen 

 

Detailed view of an inventoried asset 
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Scanning for devices on the network 

The inventory management module can automatically scan and identify devices on the 

network. The network options lets a user specify the subnet, and the ID for this subnet. 

Once a configured subnet is scanned, the list of inventoried, discovered and non-

inventoried devices can be seen. 

The summary list under the Network Options tab shows a summary of all the devices 

that are responding. The devices running the inventory agent software are listed under 
the Inventoried category, the devices (with agent software) running the IPDiscover 

process are listed under the IPDiscover category and the devices that responded to 
IPDiscover and are not running the inventory agent software are listed under the Non-

Inventoried category. 

 

Subnet scans using the Inventory Management module 

 

 

Configuration options for subnet  scans 

 

List of inventoried devices 
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Non-inventoried devices 

The administrator can register any known device (such as routers, switches, network 

printers, computers for which there is no inventory agent), by selecting the “Device 

type” from the drop down menu. The device, at that point, would be shifted from Non-

Inventoried device group to Identified device group. The column Identified shows the 

list of the total known hosts already identified on the network. 

 

List of non-inventoried devices 

 

Registering the non-inventoried devices 

Duplicate checks 

The inventory module is able to detect any duplication in computer name, IP address, 

MAC address and so on. This can arise due to mobility or wrong configuration options. 

 

 

Redundancy summary report 
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Reporting inventory changes 

The inventory management module provides complete reporting of inventory changes in 

the network. 

 

Change Report in the system during the specified period 

Comprehensive Search Options 

Comprehensive search options allow search on keywords as shown in figure below. 
Inventory items can be grouped using certain search criteria such as all hosts with 

memory equals 512 MB are listed, as shown in figure below. 

 

Search options available for all inventoried devices 
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Search options available for all inventoried devices 
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7 

Conclusion 

The integrated view of all monitored nodes and services, presents a graphical picture of 

the enterprise network that helps the administrator enhance network stability and user 
productivity. The 3-D network hierarchy, along with the detail status of all the network 

elements, ensures that the administrator is aware about any issues before it affects the 
end-users. The reports also help the enterprise verify if the SLA commitments by the 

ISP are violated. The network bandwidth and service utilization tracking helps the 
network administrator plan for the future IT growth of the company. The alerts and 

emails received by the administrator ensure that the faulty network links or the 

problematic server applications are fixed within acceptable time limits. 

The ENPAQ Enterprise Manager can monitor network elements such as servers, hosts, 
other ENPAQ servers, routers, switches, printers, and other types of devices using Ping 

or SNMP option. When any device runs into any problem by crossing the configured 
threshold, notification alerts (RSS Feed, SMS, Email) are generated and sent to contact 

personnel configured by the administrator. Alerts are also generated for any change in 
the enterprise inventory.  

The ENPAQ Enterprise Manager can monitor medium or large enterprise systems with 

multiple locations. It can have one central ENPAQ Enterprise Manager monitoring 

multiple ENPAQ Enterprise Managers or other devices at different branch locations. 
The role based user management provides personalized user view, along with proper 

security access to the system. The different levels of user access ensure different 
departments have access to the same data with different visualization and at their own 

level of security. 

The automatic tracking of the enterprise inventory using the IT Inventory Manager 
enhances productivity by tracing and upgrading all enterprise and mobile users with the 

standardized corporate version. This standardization not only brings stability and 
progress to the enterprise, but also lowers the chances of piracy. Anytime the hardware 

or software is changed, the alert tells the administrator where and when that change 

happened. 

The various levels of reports generated by the ENPAQ Enterprise Manager summarize 
the enterprise network status and the room for growth. 

 

 


